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Abstract. The paper is devoted to the study of the process of integrating bioidentification to
enhance data protection in multi-user cloud systems. A brief overview of the use of biometrics to
eliminate the main security problem of cloud services - leakage of personal data of users is given.
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Introduction. Nowadays, the number of potential threats to software and Internet users is
constantly growing. Especially dangerous are the activities of organized groups of cybercriminals
who can use stolen personal information to gain access to data from multi-user cloud services. Since
cloud systems are used in all software applications that allow online activities, attackers can cause
severe damage to users in this way: from hijacking accounts of gaming platforms to debiting funds

to other people's accounts. To protect users, cybersecurity experts have proposed integrating
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bioidentification (biometrics) tools into cloud service protection systems, which determines the
relevance of this research paper.

Literature review. Currently, the issue of integrating bioidentification to enhance data
protection in multi-user cloud systems is not sufficiently studied in Ukrainian academia, although in
Ukraine, due to digitalization, it is widely used in all spheres of society. The consequences of
neglecting cybersecurity during (and on the eve of) the Russian-Ukrainian war were the failure of the
Diia service in January 2022 [3] and the state registers of Ukraine in December 2024.

Results. Cloud systems are based on cloud computing technology, which provides access to
services on demand regardless of the time and location of the user. These services include data
storage, computing power, and infrastructure for organizations and the IT industry. Based on
operational requirements, organizations can scale up or down the service. While cloud computing
offers a number of benefits, it lags behind in terms of security protection and stability, which is a
major concern for many cyber threat professionals. This leads to the fact that users of cloud systems
are reluctant to store important and confidential information in the cloud because of security threats
[2]. The use of biometrics as a consequence of biodata integration is constantly growing, as human
physical modalities are truly unique, making them an effective barrier to cybercriminals trying to
insidiously impersonate users. Unlike names, ID numbers, email addresses, and passwords, biodata
is relatively stable, so it is almost impossible to reproduce, as it is based on the unique characteristics
of the human body. Imitating biometric data requires specialized equipment, access to which is
usually limited by law and the technical capabilities of cybercriminals themselves.

The main characteristics used by cybersecurity specialists to integrate bioidentification into

multi-user cloud systems, are shown in Fig. 1.
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Figure 1. Biological data that can be used for bioidentification

Source: developed based on [4].
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The integration of bioidentification into multi-user cloud systems and requires the collection of
user biodata into a separate database to be used for further comparison, which creates
inconvenience and raises ethical issues. Although all the processes of comparing input data received
from a user's device and database elements that record their physical or behavioral characteristics
are usually automated, the integration of bioidentification itself imposes additional responsibilities on
cloud system operators. The solution to the problem of database security with physical and
behavioral characteristics of users is encryption and separation of access rights to information.

The algorithm of the bioidentification process when trying to access a multi-user cloud system

is shown in Fig. 2.
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Fig. 2. Algorithm for bio-identification of user of a multi-user cloud system

Source: developed based on [1].

When access to multi-user cloud systems is denied, it is usually possible to log in only with a
password and login for a certain period of time, and in some cases, after confirming a code contained
in a letter sent to the user's email or phone number.

Conclusions. Thus, as our research has shown, the process of integrating bioidentification to
strengthen data protection in multi-user cloud systems is quite complex and requires the availability
of technical means with special sensors on users and software capabilities in of cloud service
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providers. We have also determined that the main task of bioidentification is to prevent the theft of
users' personal data, which is realized by comparing the templates contained in the database on the
cloud service operator's server and those provided by users during the biodata scanning process

during authorization.
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